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Executive Summary

%  Through shadow warfare Putin seeks to keep NATO engaged in a ‘forever’ war at minimum cost.

%  Russia's shadow warfare is based on deploying unattributable tactics, low cost high impact operations,
and ‘gig and platform model’ to tap into opportunistic elements.

% Europe and NATO are failing to address Russia’s shadow warfare and create strategies for non-
conventional conflict. The release of the Fitburg is a quintessential example of this.

% Attack on subsea cables, airports, train and logistics hubs reflect Europe’s soft underbelly both in peace
time and war time.

Key Picture: Overview of the infrastructure cutting across the Baltic Sea

Source: Infratsructure Cutting

The Fitburg: More Than a Ship

The Baltic Sea is increasingly regarded by regional governments and NATO as a testing ground for grey-zone
pressure. Grey zone actions are disruptive acts that impose costs and send political signals without crossing the
red line.

The Fitburg

Across Europe, there have been disruptive drone activity around airports, sabotage or interference with railways
and energy pipelines, and cyber operations against critical services. Finland’s detention of the cargo ship Fitburg

is one such case. On 31 December 2025, Finnish authorities seized the vessel after they found damage to a
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submarine telecommunications cable between Finland and Estonia. Associated Press has reported that at least
11 Baltic cables have been damaged since October 2023. This explains why even single events now trigger
heightened alert. The strategic shadow cast by these incidents is the Nord Stream 1 and 2 explosions of
September 2022, which demonstrated that undersea infrastructure can also become a target, with major
geopolitical and economic consequences.

Investigators in the Fitburg case consider the incident a serious crime and suspect anchor dragging as a key
factor; reports also mention that the cable was damaged within Estonia’s exclusive economic zone. Finnish
customs checked the cargo for possible sanctions breaches, showing how subsea incidents can quickly escalate
into broader enforcement action. For decision-makers, critical infrastructure exposure and inability to attribute
responsibility is enough to drive heightened security postures and policy action.

Objectives of Russia’s Grey Zone Warfare

Putin seeks to establish a forever war across Europe. The end is not victory but rather to keep NATO bogged
down, raise the financial cost of peace, and maintain a climate of uncertainty where Russia holds the cards. Putin
seeks to do so without crossing NATO's red lines.

Keeping Europe bogged down

The series of cutting of undersea cables represents a larger tacit of grey zone warfare being deployed by Russia.
Both at sea, on land, and in the air, Russia has resorted to grey zone warfare as a cost effective means of pinning
down European forces and resources even as Russia itself is bogged down in Ukraine. For instance, in the Baltic
sea, cases of damage to sealink were reduced to nil as soon as NATO deployed additional ships and aircrafts to
the areas. In Poland, as part of operation Horizon, nearly 10,000 troops may be tied down in operations to
prevent the sabotage of rail lines and logistic hubs. Similarly, in the air, NATO air forces have been kept on alert
to combat Russian drones and balloons. These drones have disrupted flight operations as far as France. Their
presence not only impinges on the sovereignty of European states but also tests NATO’s capability to identify,
shoot, and track Russian drones. Importantly, it keeps NATO forces occupied for low cost and low risk. Other
attacks, such as arson and package bombs require domestic security services to remain on perpetual high alert.

Catch 22

Grey zone warfare also reflects the helplessness of European states. Russian action is enough to provoke costly
defensive actions but yet is not destructive or attributable enough to invoke article 5 of the NATO charter.
Concomitantly, European countries are still figuring out how to deal with grey zone warfare.

Prior to the seizing the Fritzburg, Finland has also seized a Russian Qil tanker the Eagle S for causing damage to
the Estlink-2 power cable . The case fell apart because a Finnish court held that the matter could only be dealt
with under the UNCLOS and that only the home countries of the accused sailors could prosecute them. Further,
the UNCLOS does not explicitly permit warships of non-flag states to interdict vessels on the high seas solely on
suspicion of cable damage, reinforcing the importance of evidence and jurisdictional limits. Legally, anchor-
dragging is a significant and well-documented cause of cable faults, which keeps plausible deniability in play
even when a pattern of incidents raises suspicions.

Further, Russia has adopted a ‘gig economy model’ where saboteurs are paid through crypto currency and
communication takes place on platforms such as telegram. For Russia this keeps costs low for high ‘returns’,
traceability and attribution becomes difficult, and allows Russia to tap into opportunistic elements and local
extremists.

Addressing Russia’s Shadow War

Incidents like Fitburg matter less for the immediate outage and more for how they force decision-makers to act
under uncertainty. Viewed in context, it resembles a playbook: low-visibility disruption in domains where
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attribution is hard, and response is slow—whether at sea, in cyberspace, or against surface transport and energy
networks.

Future Policy Moves

European policymakers have increased focus on cable security after Russia’s 2022 invasion of Ukraine and
subsequent undersea infrastructure incidents. Meanwhile the UK parliamentary scrutiny has highlighted that
managing subsea disruptions in crises is challenging due to fragmented protection, attribution, and recovery
efforts across actors and jurisdictions.

In the short term, the most probable scenario is that operational responses will be driven by tools that function
even when intent is unclear: criminal investigation, boarding, inspection, and compliance enforcement. The
immediate goal is to reduce harm before intent can be established. In the current scenario, Finland’s National
Bureau of Investigation seized the vessel on suspicion of damaging a subsea telecommunications cable, and
Customs detained the cargo while investigating a potential sanctions offence.

In the medium term, the most likely scenario is the hardening of posture and the institutionalisation of
protection. NATO’s Baltic Sentry and the EU’s workstream on cable resilience points towards more routine
surveillance, coordination, and faster repair planning, supported by a shift from policy guidance to operational
mechanisms. In other areas, this generally shifts from informal alertness to established resilience measures—
more routine monitoring, clearer protocols, and quicker recovery capacity—because deterrence relies on
reducing the benefits of disruption.

In the long term, the risk is a securitised seabed baseline where routine faults are consistently viewed through
a strategic lens. This is the same strategic drift around airports, railways, pipelines, and digital services. Further,
UNCLOS provides a legal foundation by recognising the right to lay cables and requiring states to enact laws
criminalising culpable damage or injury to cables. However it does not address enforcement challenges at sea.
Due to this, Europe's deterrence approach is likely to rely less on interdiction at sea and more on deterrence-
by-denial by improving surveillance and maritime situational awareness, hardening networks, and building rapid
repair capacity so that disruption yields fewer strategic gains. In this regard, NATO and the EU emphasise
“deterrence” as a key mechanism in response to destabilising acts.

Conclusion

The question that NATO now faces is how to maintain effective deterrence against Russia’s shadow war strategy.
Will it be an offensive or defensive deterrence? Can NATO retaliate in kind by engaging in low intensity non
conventional warfare? As European states struggle to meet military expenditure they are simultaneously also
beginning to awaken to the reality of an unreliable US to its west.
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